
 

 



                                   ISSN2454-9940 

www.ijsem.org 
                                       Vol 14, Issuse.4 Nov 2023 

 

SECURE WEARABLE DATA TRANSMISSION USING 

HUMAN-BODY COMMUNICATION 
DR. T. Anil Kumar

1 

anilkumar.tipparti@cmritonline.ac.in
 

  Gudikandula Tejasri
2
            Sakshi Sinha

3                                 
Shaik Farhana

4
             Soumya 

Sri
5
       

20r01a0472@cmritonline.ac.in       20r01a04a7@cmritonline.ac.in      20r01a04b0@cmritonline.ac.in     

20r01a04b2@cmritonline.ac.in        

 

 

Abstract - Wireless communication is accessible but less secure and has limited data capacity. Wired 

communication is more secure, but it can be inconvenient and uses further energy. A new approach uses 

the mortal body as a way for these bias to talk to each other. It's like having a private discussion through 

touch. This system is more private and less protrusive, but it's tricky because the signal quality depends 

on where the bias touch the body. To make this system work more and save energy, we are creating a way 

to calculate the parcels of the skin as a communication medium. This could make wearable bias more 

practical and secure for longer use.  

This paper addresses the challenges and openings in achieving secure wearable data transmission using 

HBC. We explore the need for secure transmission styles and illuminate the limitations of being wireless 

technologies. The generality of HBC is introduced, explaining how it utilizes the conductive parcels of the 

mortal body for data transmission. 

 

 

Index Terms— ARDUINO UNO; Red Tacton; TTL T0 RS-232; TV Display; Temperature Sensor; 

Respiratory Sensor; Heart Beat Sensor. 

 

INTRODUCTION  

Recently, there has been growing interest in 
using the human body to transmit data securely 
in wearable devices such as smartwatches and 
fitness trackers. These bias collect and shoot 
sensitive user data, but the usual wireless styles 
they use can have security risks. mortal body 
communication( HBC) is a promising result that 
uses the body's natural conductivity for secure 
communication. The text discusses challenges in 
administering secure HBC, including security, 
signal quality, range, and data speed. It 
emphasizes the significance of strong security 
protocols to cover data, ways to meliorate signal 

quality, and ways to handle the limited range and 
data speed of HBC. insulation enterprises are 
also addressed, and strategies like encryption 
and access control are proposed to ensure secure 
data transmission. The text also highlights 
implicit operations of HBC in healthcare, fitness 
shadowing, and authentication systems. In 
conclusion, HBC could offer a secure and 
reliable way for wearable bias to communicate, 
prostrating the limitations of traditional wireless 
styles and opening doors to innovative 
operations while maintaining data security and 
user insulation
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I.  LITERATURE REVIEW 

The current system of transferring data in wearable 

bias relies on traditional wireless technologies like 

Bluetooth and Wi- Fi. These technologies allow 

data transfer between wearables and other bias like 

smartphones or pall waitpersons. still, this system 

has its own issues. Security risks Using wireless 

technologies brings security risks like unauthorized 

access, data interception, and tampering.  

1.Hackers can exploit vulnerabilities in these 

wireless styles, potentially compromising data 

confidentiality and integrity.  

2. Limited Range Wireless technologies constantly 

have limited range, especially Bluetooth, which 

only works within a short distance. This restricts 

the practical use of wearables as they must stay 

close to the connected device.  

3. interference Wireless signals can suffer from 

interference from other bias using the same 

frequency, leading to lower signal quality and 

farther transmission crimes.  

4. Power operation Transmitting data wirelessly 

consumes a significant amount of power, which can 

be challenging for wearables with limited battery 

life. This results in frequent recharging or reduced 

operation time.  

5. insulation enterprises Using wireless styles can 

raise insulation enterprises because data could 

potentially be interdicted by unauthorized parties. 

In summary, the current system of data 

transmission in wearable bias using wireless 

technologies offers convenience but also comes 

with limitations and security risks that need to be 

addressed for secure and reliable data transmission. 

 

BLOCK DIAGRAM 

 

 
Fig- Main Block Diagram 

 

 
           IV.COMPONENTS 

DESCRIPTION 

 

 
                 A. Controller (ATMEGA328) 

Arduino UNO is predicated on an 

ATMEGA328P microcontroller. It's easy 

to use compared to other boards, 

analogous as the Arduino Mega board, etc. 

The board consists of digital and analog 

Input/ Affair legs( I/ O), securities, and 

other circuits. The Arduino UNO includes 

6 analog leg inputs, 14 digital legs, a USB 

connector, a power jack, and an ICSP( In- 

Circuit journal Programming) title.  

It's programmed predicated on IDE, which 

stands for Integrated Development 

Environment. This technology can be used 

on both the internet and without an 

internet connection 
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 Fig – Arduino UNO 

 

 

 

 

      B. Red - Tacton  

      The Red Tacton Transceiver employs a block 

illustration in its operation. firstly, the signal 

entered from the interface is directed to both 

the data sense circuit and the transmitter 

circuit. The data sense circuit is responsible 

for detecting the presence of data within the 

signal, and if data is indeed detected, it 

proceeds to shoot a control signal to spark the 

transmitter circuit. The transmitter circuit, in 

response, alters the electric field on the face of 

the mortal body. This modification in the 

electric field is subsequently picked up by an 

electro- optic sensor. The affair generated by 

the electro- optic sensor is also conveyed to 

the detector circuit, which, in turn, is 

connected to the interface of the entering Red 

Tacton device. 

  

 
 

         Fig – Red Tacton 

 

 

 C.   TV Display  
 

 An TV( Liquid Crystal Display) is a vital element 

in a smart security system for suspicious exertion 

discovery, furnishing a user-friendly visual 

interface. In this terrain, it enables real- time 

monitoring by displaying video feeds and cautions 

from surveillance cameras and sensors. Security 

labor force can conveniently observe multiple areas 

simultaneously on the television, allowing nippy 

response to detected suspicious exertion. also, it 

provides an intuitive visualization tool, enhancing 

situational awareness and contributing to the 

system's effectiveness in changeable areas. 

 

 

 

 

 

 

 

Fig- LCD Display 

 

 

  

 

 D.  TTL T0 RS-232 

The MAX3232 TTL to RS- 232 Interface Module 

uses erected- in charge pumps to convert between 

TTL sense position journal and standard RS- 232 

± V quotidian. 

 

                             Fig – TTL T0 RS 232 

 

E. SENSORS 

1. Heart Beat Sensor 

The eyeblink sensor is predicated on the principle 

of photoplethysmography. This technology detects 

changes in blood flow through any part of the body 

by measuring changes in light transmission through 

that part (which does not have blood vessels).In the 

case of operations where the heart  pulsation rate is 

to be covered, the timing of the beats is more 

important. The  flux of blood volume is decided by 

the rate of heart beats and since light is absorbed by 

the blood, the signal beats are original to the  

eyeblink beats. 

 
                       Fig- Heart Beat Sensor 

2. Respiratory Sensor 

A respiratory sensor is a device or system designed 

to cover and measure  various aspects of a person's 

respiratory or breathing functions. These sensors 

are used in  various settings, including healthcare, 

fitness, and  disquisition, to gather information 

about an existent's respiration for different 

purposes.                 
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                         Fig – Respiratory Sensor 

3. Temperature Sensor 

A temperature sensor is a device or element that is 

designed to measure and cover temperature. These 

sensors are  considerably used in  various 

operations, including artificial processes, 

environmental monitoring, HVAC( heating, 

ventilation, and air exertion) systems, consumer 

electronics, and medical bias. 

 

         
                Fig – Temperature Sensor 

 

F.   POWER SUPPLY 

For the fellow and sensor bumps, several factors 

with varying voltage conditions are employed. 

These factors have distinct voltage conditions; for 

illustration, the  controller operates within a range 

of3.3 to 5 volts, the ZigBee transceiver functions 

between1.8 to3.8 volts, while the LM35 

temperature sensor and the television display both 

bear 5 volts to operate. To accommodate these 

different voltage conditions, an applicable power 

force arrangement is essential. To address this, a 

7805 voltage  regulator is employed to deliver a 

stable and regulated 5- volt power force.

 
 

 
V. WORKING  

 
Secure mortal Body Communication( HBC) The 

proposed system leverages mortal body 

communication( HBC) as a secure system of data 

transmission. HBC utilizes the conductive parcels 

of the mortal body to establish a direct 

communication channel between wearable bias and 

other endpoints, icing secure and private data 

transmission. By barring the need for wireless 

protocols, the proposed system mitigates the 

security  risks associated with unauthorized access 

or interception. 

 

 

 

V1. RESULT 

 

In conclusion, secure wearable data transmission 

using HBC holds pledge for prostrating the 

limitations of traditional wireless technologies. By 

addressing security, signal quality, range, and  

insulation enterprises, HBC can offer a secure and  

reliable communication system for wearable bias. 

This opens doors to innovative operations while 

maintaining data security and  user  insulation in 

the ever- expanding field of wearables. 

 

 

VII.  CONCLUSION 

 
In conclusion, the being system for data 

transmission in wearable bias using wireless 

communication technologies has limitations and 

security vulnerabilities that need to be addressed. 

The proposed system of secure wearable data 

transmission using mortal body 

communication( HBC) offers a compelling result to 

overcome these challenges. By using the 

conductive parcels of the mortal body, HBC 

provides a secure and direct communication 

channel between wearables and other endpoints. 

The proposed system incorporates robust security 

measures,  analogous as encryption, authentication, 

and access control, to cover the confidentiality and 

integrity of the transmitted data. 

 

 

XI.  REFERENCES 

 

1.Author Anonymous( 2021). probing mortal Body 

Dispatches. Intel Newsroom.  

2. Bae,J., Cho,H., Song,K., Lee,H., and-J.( 2012). 

The Signal Transmission Medium on the Surface of 

Human Body for Body Channel Communication.  

3. IEEE Trans. Microwave oven roaster Theor. 

Techn. 60( 3), 582 – 593. doi10.1109/ tmtt.2011. 

2178857 Bae,J., Song,K., Lee,H., Cho,H., and-

J.( 2012). A0.24- nJ/ b Wireless Body- Area- 

Network Transceiver with Scalable Double- FSK 

Modulation.  

4. IEEEJ. This article was published in the journal 

Solid-state Circuits, volume 47, issue 1, pages 310 

to 322.. doi10.1109/ jssc.2011. 2170632 Brain 

Bailey Microchip Technology Inc( 2014).  

5.AN1391  prolusion to the BodyCom Technology. 

Microchip. Buechley,L., Mellis,D., Perner- 

Wilson,H., Lovell,E., and Kaufmann,B.( 2010).  



                                   ISSN2454-9940 

www.ijsem.org 
                                       Vol 14, Issuse.4 Nov 2023 

 

6."Interactive Environments Adaptable Wallpaper," 

as presented in the 18th ACM International 

Conference on Multimedia held in Firenze, Italy, 

from October 25 to 29, 2010 (New York, NY, USA 

Association for Computing Machinery), 1401 – 

1402. MM ’ 10. Callejón,M.A., Naranjo- 

Hernández,D., Reina- Tosina,J., and 

Roa,L.M.( 2013).  

7. A Comprehensive Study into Intrabody 

Communication measures. IEEE Trans. 

Instrumentation Meas. 62( 9), 2446 – 2455. 

doi10.1109/TIM.2013. 2258766 Cho,N., Yoo,J.,-J., 

Lee,J., Jeon,S., and-J.( 2007). 


