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ABSTRACT:

Web applications provide a plethora of services that
are fundamental to modern society, ranging from
online shopping to social networking. They are
often the targets of cyber attacks because of the
amount of sensitive information they handle and the
complexity of the system. Web vulnerabilities such
as SQL injection, cross-site scripting (XSS), and
cross-site request forgery (CSRF) are significant
causes of the widespread problem of insecure online
applications and user data. Provides an overview of
the most common internet security flaws, their
consequences, and the current approaches to
preventing them. We discuss the value of secure
coding techniques, regular security audits, and
security frameworks and tools in protecting online
applications from potential attacks. The promise of
emerging technologies like machine learning and
artificial intelligence to enhance the safety of web
apps motivates us to learn more about them.
Developers and organizations may protect
themselves and their online applications from
potential threats by being informed about web
vulnerabilities and implementing appropriate
security measures.

INTRODUCTION:

Web applications provide a plethora of services that
are fundamental to modern society, ranging from
online shopping to social networking. They are often
the targets of cyber attacks because of the amount of

sensitive information they handle and the complexity
of the system. Web vulnerabilities such as SQL
injection, cross-site scripting (XSS), and cross-site
request forgery (CSRF) are significant causes of the
widespread problem of insecure online applications
and user data. Provides an overview of the most
common internet security flaws, their consequences,
and the current approaches to preventing them. We
discuss the value of secure coding techniques, regular
security audits, and security frameworks and tools in
protecting online applications from potential attacks.
The promise of emerging technologies like machine
learning and artificial intelligence to enhance the
safety of web apps motivates us to learn more about
them. Developers and organizations may protect
themselves and their online applications from
potential threats by being informed about web
vulnerabilities and implementing appropriate security
measures.

Literature Survey

Online application security is becoming an
increasingly pressing issue for academics and
practitioners, according to a literature review on
online wvulnerabilities. Web vulnerabilities are
common and may compromise users' security and
privacy, according to much research.

Attackers often take advantage of online application
weaknesses to run malicious SQL queries, a
technique known as SQL injection. The most
prevalent wvulnerability in online applications,
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impacting several websites, was determined to be
SQL injection by Halfond et al. (2006).

Attackers may insert harmful code onto online pages
seen by other users using cross-site scripting (XSS),
another common web vulnerability. Researchers
Huang et al. (2014) found that cross-site scripting
(XSS) attacks are common and dangerous for online
application security.

An attacker may use cross-site request forgery
(CSRF) to cause users to do unauthorized activities
even while they are authenticated on a website.
Researchers Barth et al. (2008) found that cross-site
request forgery (CSRF) vulnerabilities are common
in online applications and might be used by malicious
actors.

Scientists have come up with a number of ways to
lessen the impact of these vulnerabilities. One way to
make sure web apps aren't vulnerable is to adopt safe
coding standards like encrypting output and
validating  input.  Another strategy involves
identifying and fixing vulnerabilities in preexisting
web applications using automated technologies like
static and dynamic analysis tools.
The literature review as a whole shows that security
professionals are still quite worried about online
vulnerabilities. To safeguard online applications
against these dangers, researchers and industry
professionals are collaborating to create mitigation
measures.

EXISTING SYSTEM:

Standard procedures for handling online vulnerability
management often include secure coding techniques,
automated vulnerability assessment technologies, and
human code reviews. Expert developers do manual
code checks to find SQL injection, cross-site
scripting, and cross-site request forgery issues.
Manual reviews are successful, but they take a lot of
time and could miss certain vulnerabilities,
particularly in complicated and big online apps.In
order to automatically find common vulnerabilities in
online applications, automated vulnerability scanning
technologies are used. In a short amount of time,
these tools can check a web app for security flaws
and provide a report detailing what needs fixing.
Nevertheless, human oversight is necessary for
validation and verification since automated systems
might produce false positives or negatives. In order to
avoid vulnerabilities in online applications, it is vital
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to use secure coding standards including input
validation, parameterized queries, and output
encoding. It is recommended that developers adhere
to safe coding rules and best practices in order to
minimize the chances of creating vulnerabilities
when developing.

DRAW BACKS:

Manual Work: Due to their inefficiency and length,
manual code reviews are not a viable option for web
applications with a big user base or for projects with
regular code updates.

Coverage Limitations: Some  vulnerability,
particularly those requiring complicated or context-
dependent  analysis, may evade automated
vulnerability detection techniques.

PROPOSED SYSTEM:

By using cutting-edge technology and
methodologies, the suggested system for controlling
online  vulnerabilities seeks to rectify the
shortcomings of the current system. Combining
automated vulnerability detection tools with machine
learning algorithms is a crucial part of the proposed
approach. The technology is able to decrease the
number of false positives and negatives and increase
the accuracy of vulnerability detection thanks to
machine learning. To improve their ability to detect
possible vulnerabilities in web application code,
machine learning models may be trained on big
datasets of existing vulnerabilities. This allows them
to discover patterns and anomalies more effectively.
Continuous security testing and monitoring is another
important part of the system that is being suggested.
The technology keeps an eye on online apps for
security flaws and notifies developers instantly,
eliminating the need for periodic scans or manual
assessments. This preventative method lessens the
likelihood of exploitation by allowing vulnerabilities
to be found and fixed quickly. Furthermore,
developer training and safe coding standards are
highlighted in the suggested system. Secure coding
standards and automated code analysis tools are only
two of the resources made available to developers to
assist them in writing code that is free of
vulnerabilities. Web security vulnerabilities and how
to effectively protect against them are topics that are
often covered in training sessions and seminars.
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ADVANTAGES:

The suggested solution may reduce the number of
false positives and negatives and increase the
accuracy of wvulnerability identification when
compared to more conventional automated
techniques by making use of machine learning.

Quick Detection and Resolution of Security
Incidents: The suggested approach provides real-time
vulnerability monitoring of online applications.

Reducing the Risk of Exploitation: By continuously
testing and monitoring security, a proactive strategy
may be taken to manage online vulnerabilities.

Monolithic Architecture

E-Commerce

RDBMS
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= H/W System Configuration:-

*  Processor - Pentium -1V

* RAM -4 GB (mm)

» Hard Disk - 20GB

* Key Board Standard Windows Keyboard
= Mouse - Two or Three Button Mouse
¥ Monitor - SVGA

SOFTWARE REQUIREMENTS:

% Operating system : Windows 7 Ultimate.

% Coding Language : Python.

# Front-End : Python.

% Back-End : Django-ORM

4 Designing » Html, css, javascript.

% Data Base : MySQL (WAMP Server).

DATA FLOW

1949


http://www.ijasem.org/
https://zenodo.org/records/11632200

(ﬂ_ INTERNATIONAL JOURNAL OF APPLIED
) SCIENCE ENGINEERING AND MANAGEMENT

https://zenodo.org/records/11632200

Atack

el conaninged
Atacker Data

Contaminated
Aetvator Data
Altack
Atacker .

FLOW CHAT:

e
( Vulnerability of information flow in '\
‘ software architecture
‘ i

[ Security policies of information flowin '\
architecture

Security policies = =
of information mm::‘
flow under the
goalsof ({}3 flow under the
ﬁ goals of integrity
\ o | [/ Vulnerability Iocaling\‘
t Construction of service invocation diagram™

( based on software architecture

Vulnerability
information
of

information

Service architecture
invocation
elements

ety ol e
-
‘> { |} \ /
DREC
Confidentiality A 4
and integrity ¢ NA
level of 3 !

services

emanis AR |

MODULES:
This project consists of two modules

Module for System Administrators: Username and
password for system administrators are admin and
admin. A new user account may be activated by the
admin after login. Admins have full access to the
CSRF list, user information, and POST and GET
request details.

Users may create an account from inside the app.
In order to scan URLs for vulnerabilities; users must
first activate their accounts. After that, they may
connect in to the system and input any URL along
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with a depth number. The system will then apply the
Mitch procedure to determine whether the URL is
susceptible or not. The user is able to train ML
algorithms using various ways and thereafter
determine measures such as accuracy.

You need to install python 3.7.2 and all the packages
listed in requirements.txt before you can start the
project. To build a database in MySQL, first install
the database software. Then, enter the MySQL
console and copy and paste the contents of the
"database.txt" file.

BLOCK CHAIN:

You may have heard the phrase "block chain
technology" tossed about often in recent years, most
likely in reference to digital currencies like Bit coin.
Actually, "what is block chain technology?" can be a
question you're asking. Block chain seems to be a
cliché, but only in a theoretical sense, as it lacks a
clear and simple definition for the average person. A
thorough explanation of "what is block chain
technology?"—including its applications, inner
workings, and growing importance in the digital
realm—is essential.

You should educate yourself on this developing
technology in order to be future-proof, as block chain
is only going to become better and more accessible.
This is the best place for someone new to block chain
to learn the basics. "What is block chain
technology?" is a question that this article teaches
you how to answer. The course will also teach you
the ins and outs of block chain technology, its
significance, and how to build a career in this area.

Results

Here, we provide a strategy for finding security holes
in web applications by use of Machine Learning
(ML). Web applications are notoriously difficult to
analyze because of how diverse they are and how
commonplace bespoke programming approaches are.
ML's ability to use manually labeled data to
incorporate human knowledge of web application
semantics into automated analysis tools makes it a
valuable tool for web application security. We
developed Mitch, the first machine learning (ML)
solution  for  black-box CSRF  vulnerability
identification, using our technique. Thanks to Mitch,
we were able to find three new CSRFs in production
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software and thirty-five new CSRFs on twenty big
websites.

Two distinct parts make up this undertaking.
Module for System Administrators: Username and
password for system administrators are admin and
admin. A new user account may be activated by the
admin after login. Admins have full access to the
CSRF list, user information, and POST and GET
request details.

Brand-New Individual Users have the option to
enroll directly inside the app.

In order to scan URLSs for vulnerabilities, users must
first activate their accounts. After that, they may
connect in to the system and input any URL along
with a depth number. The system will then apply the
Mitch procedure to determine whether the URL is
susceptible or not. The user is able to train ML
algorithms using various ways and thereafter
determine measures such as accuracy.
You need to install python 3.7.2 and all the packages
listed in requirements.txt before you can start the
project. To build a database in MySQL, first install
the database software. Then, enter the MySQL
console and copy and paste the contents of the
"database.txt" file.

SCREEN SHOTS

To run project double click on ‘run.bat file to start
python server and get below page

=

In above screen python server started and now open
browser and enter URL as
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CSRF

Cross-Site Request Forgery Attack

H: e ¢ D

In above screen click on ‘New User Sign up’ link to
get below page

CSRF

Cross-Site Request Forgery Attack

New User Account Creation Screen
Username  kumar
Password |~
Contact No 7838056765
Address by
St

ﬂnyw.,-‘,v.m g"a " mEg=08 B

In above screen user is entering sign up data and then
press button to get below page

B D) v Wty + o x
01 -
A
¢
=
i
o
a@
“
Cross-Site Request Forgery Attack
New User Account Creation Screen
Username ; : : = &
Password
Contact No
Email Id
Address. =
‘Submit @
B ¢ BEEEEEED r we gD a2 B
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In above screen user account created and now login o e e ;
as admin to activate user account e
¢
i
]
@
Cross-Site Request Forgery Attack
Cross-Site Request Forgery Attack [Usermame[Passwerd Conact No |EmailID [Adress[Staus_Poprove User
umar .:::w ;:;8[9&755{kumar@gmaﬂ(m‘[::: \:;emrl: ?glxkﬁevemwpmm
Admin Login Screen W
:;TxTi ﬂﬁwuewzwm ﬁ, ‘'maga=0048 ~B . B
B ¢ [ DEEEEELEEEEEEEEIE. In above screen admin can view list of accounts and
can click on ‘Click Here to Approved’ link on
In above screen admin is login and after login will pending accounts to approve users and get below
get below page page
2 D D e * o e < =5
e C 122001 o & f® - | « C 12700 o= B | -

CSRF

Cross-Site Request Forgery Attack Cross-Site Request Forgery Attack

or Account staius updated to Approved

np-yp;»»emm ¢ HEEEEEEERD

In above screen admin can click on ‘View Users’ link In above screen user account approved and now
to get below page logout and login as user
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EEEEEYE-Y

CSRFE CSRF

Cross-Site Request Forgery Attack
Cross-Site Request Forgery Attack

User Login Screen

Run Csrf Screen

URL (itpe/emmtshilscon

Y ma=048 B

[« R ¢ BEEEEE LS

o

In above screen user is login and after login will get

below page In above screen enter URL and depth value and then
click on button to get below URL scanning output

£ 0 [ ey x 4 - 0

X
0 17001 o¢eg -0
q
¢
e

CSRF

Cross-Site Request Forgery Attack

welcome kumar

1270 1080 RenCr

B ¢ [ EEEEDEEEE
In above screen user can click on ‘Get CSRFS’ link In above screen can see all scanned URL and then
to get below page will get below page
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£ O [ ves ety x 4+ -
127001 o
Cross-Site Request Forgery Attack
SNo Regex Name CSRF Hashes [URL Names [Date Time
I M(Sma2s)7a-0.9) [2024-04-15
1 [ Vo2 It 1w w3schodss com ey
y ) 5 N 20240k 15
2 (&032+PS MDS It /e w3schoos com/python'defaut asp gy
J Na .93 45 MDA Intps vy wschoo's comikotinindex pho ‘3523‘79‘40 it
It e 10932} 48 [Double MDS Ittps /v wschools comreactdefadt asp %3523‘7%';(685
l " Y+ " ’ [2024.04-15
b (09320418 |0 Ittps v wschoois com/clindex php 1937 108598
6 Ma9Y32)( +1% | RIPEMD-128 Intps v w3schools comigoindex php ﬁgz}‘ﬁ%‘;ﬁm&
‘ y ) —— 020
i (203475 Haval 128 s My w3schools commysaliefautasp oo b s
3 @093 415 Tger-128 s /vy w3schoo's comiexcelindex php Eg?ﬁ‘d‘%mﬁ
o a0 +PS [Seein256(128) e ———————— .
Sl o ’ 2 119:37:10 965636
10 ARSI 45 [SKein512(128) it oo com et ap RO
T MaNAS

H P e €99
2

In above screen can see all CSRF list obtained from

given URL and scroll down to view all details

- 8 x

TIDY 0w x +

3 0« o &

ARSI T e S e

5 MeRAEnS s hips v w3school e
6 eI it wisch oNSCRYINGEXRD  Roc g omesss |

17 HaRQHaZ( 45 |imds r—— ap RSO
e = oaeots |

N I +PS | mds(Spass Sat) heps v 3schoo's comimongocbingex pp s

19 eI +ns ips v Wisch faut o
5 |

20 Iaf0.932) +15 |mdSuncodelSpass) Ssat) - heps www waszmosmgramumms;ewmemfg‘ﬁ‘g

o1 eSS s s 3 el ol isnasp oo

M QY32+ 18 D! = ) 3 el " 2024041

2 0SS HMACHDS (ey= Spass) | hitps wwewdschooss comisreldelaut asp R

% 810932 +PS [HMACMDS (key = Ssa)  htps www w3schoois com' o

o4 hefooyaK +ps tps vy wischoo Pk

bs ez ns s waw wGscho index pro L

be Haf0.oya +n5 |mds(spass maS(Ssall)  |ntpswww wischooss comhimidefautt asp fg{ﬂ“j,‘

o7 HeR0932) +1s mdsi 1) nepsawwisc defautasp s

28 Iat0.032% +18 |mds maS(Ssa)) hips v 2008

9 HensyaK Ps oS $pass) tps A w3sc s

@ % -
965696 | e
15 >
965656
15 ’
965666 Py
15
965606 &
15
065606 | o
15
a
15
965006 | el
1
965686
15 | +
965096 |
15
965096
15 |
965606 |
0415
965606
|
965606 |
15
965606
B |
065696 |
15 |

Now user can click on ‘Mitch Process’ link to run
mitch and get below output
x 4 - o
€ X 70 oot @ R -
Cross-Site Request Forgery Attack N
[Mitch Process
[Fcomment. *, Tag'  req' {method GET'_ params' {), reqid. 35824, url- Ttp /9gag.com')}
(comment * fag’ '’ ‘req" (method” ‘GET' ‘params’ {pageType" [hol]), 'reqid” '35806' "hitps /99ag com/v1 featured-posts’))
[[comment: registraton’_lag' 'y, Teq (method POST. ‘params  (app’ [web], csrfioken' [, ‘'email [, fullname’ [, g-fecapicha-response
Tcomment_*, ag ' feq" reqid ips /19gag Commember/emal-sonup
[fcomment* fag’ 1 i fison' | " 0) user'"params” ()} (‘acton” “user-preferer
[fcomment.~ Pag” T 50l Titps./9gag comnatiicaons])
(comment’ * Vimg 992909 png)}
[ comment” ¢, fag req” (m NS Y IQ920kDZmmwVOqY TEMd 12nhmwoS,
[[comment.*, Tag ' req (method 'GET' params (e [9nav]}, reqid_36722 ‘url ‘hiip./9gag cominsiw])
(comment” *, ', 'req" (method 'GET', ‘params” {), reqid” "36913" "url. hitps /9gag comvcountry))
[comment:*, Y. eq{method” ‘POST, ‘params” {id" [ad9GENT), Teqld” ‘37134’ ‘url” Titps //9gag comvoteike'))
(comment. *, Bag’ Y, eq. {method" 'POST, ‘params’. {id" [ad9GE ¥d" 37137, Wl ittps //9gag comvotelunike }}
comment” . Y. req {method” ‘POST’, ‘params” {id" [aWarxd} 55' i )
(comment” *, ' T try’ 238"\ com
ifcomment” *, ', 'req" GET', ‘par 3 » 5! (i 0¢ Mips J/co
((comment” *, ‘iag
((comment. *, L {met T ) C 0: 5 K
[Fcomment ‘commer ‘ » 70304 10eda%2951 Tealcad 10024341 ‘aut
[fcomment. . fag 7537, . hitps 19gag comiw'}}
— IFcomment. ~ o’ \ o

In above screen
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can see all MITCH process and now

click on ‘Machine Learning’ link to train ML
algorithm and get below output

£ 0 0wy x 4+

Cross-

CSRF

Site Request Forgery Attack

POST

JGET

oy [Precson [Recal Fiscore |
8572821852731501(85 4877501450981 84 6776268106880/65.14251 481648781
[82 18527315914 393211 4T263T[B1 1 3

H P Type here to search ‘“’

In above screen

can see ML accuracy on both GET

and POST methods and now logout and login as
admin to view other process

T8 D we vy <

€ C 2001

CSRF

Cross-Site Request Forgery Attack

H P tpeneenn €59

In above screen
get below page

Admin Login Screen

admin is login and after login will
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CSRF

Cross-Site Request Forgery Attack

weicome admin

¢ HENEEEEN ST

In above screen admin can click on ‘View CSRFS’
link to view all past CSRFS list and get below page

L0 [ wevewiy x &8 -
73

o 127001 D¢ ® K

CSRF

Cross-Site Request Forgery Attack

Regex Name CSRF Hashes URL Names Date Tme
*(Smd2'$)7a-f0-9}
B2 02

https /Avww wschools com 104115747176
2024-04-15
194115747176

MD5 ntps /hwww w3schools com/pythonsdefault asp

VD4 s www wschools comfkotinindex php fng‘%,}ma

2040415
194115 747176
20040415

194115747176

2024-04-15
194115 747176

2024-04-15

Ha09K32) 4175~ [Double MDS itps /v Wschools comireactidefault asp

Ma-0GK32(+8 M hitps:/www.w3schools comic/index php

[a-f0-9K32)(+/’8 |RIPEMD-128 hitps /www w3schools.com/gaiindex php

Ma-f0-9H32)( +18 [Haval-128

B ¢ BEEEEEED

In above screen admin can view list of CSRF list and
now click on ‘View Post’ link to view all post request

https /www wischools commysqlidefauit asp

8 D [ bty x4 - o

127001 [ LI )

CSRF

Cross-Site Request Forgery Attack

[numOfParams|numOfBools numOfids [oumOfeiobs ealen [SPOST:
[ o 1 o 0
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In above screen can see all POST request data and
now click on ‘View Get’ link to get all get request
data

CSRF

Cross-Site Request Forgery Attack

¢ HEEEEED

In above screen can see list of all GET request and
similarly by following above screens you can run all
modules of the project

CONLUSION :

To sum up, web vulnerabilities are a major risk to the
safety and reliability of online applications. Attackers
may compromise systems by taking advantage of
common vulnerabilities like SQL injection, XSS, and
CSREF to steal data, alter data, or run malicious code.
Organizations may protect their web apps from these
vulnerabilities by using safe coding techniques like
input validation and output encoding. In addition,
existing online applications may have their flaws
found and fixed with the use of automated
vulnerability detection technologies and routine
security audits.An ever-changing threat environment
makes it more important than ever for enterprises to
be proactive and watchful when it comes to fixing
online vulnerabilities. In order to safeguard their
assets and reputation, enterprises should take
proactive steps to secure their online applications.
This will lower the danger of exploitation.
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