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ABSTRACT  

Security and safety is a big concern for today’s modern world. For a country to be economically 

strong, it must ensure a safe and secure environment for investors and tourists. Having said that, 

Closed Circuit Television (CCTV) cameras are being used for surveillance and to monitor 

activities i.e. robberies but these cameras still require human supervision and intervention. We 

need a system that can automatically detect these illegal activities. Despite state-of-the-art deep 

learning algorithms, fast processing hardware, and advanced CCTV cameras, weapon detection 

in real-time is still a serious challenge. Observing angle differences, occlusions by the carrier of 

the firearm and persons around it further enhances the difficulty of the challenge. This work 

focuses on providing a secure place using CCTV footage as a source to detect harmful weapons 

by applying the state of the art open-source deep learning algorithms. We have implemented 

binary classification assuming pistol class as the reference class and relevant confusion objects 

inclusion concept is introduced to reduce false positives and false negatives. No standard dataset 

was available for real-time scenario so we made our own dataset by making weapon photos from 

our own camera, manually collected images from internet, extracted data from YouTube CCTV 

videos, through GitHub repositories, data by university of Granada and Internet Movies Firearms 

Database (IMFDB) imfdb.org. Two approaches are used i.e. sliding window/classification and 

region proposal/object detection. Some of the algorithms used are VGG16, Inception-V3, 

Inception-ResnetV2, SSDMobileNetV1, Faster-RCNN Inception-ResnetV2 (FRIRv2), YOLOv3, 

and YOLOv4. Precision and recall count the most rather than accuracy when object detection is 

performed so these entire algorithms were tested in terms of them. Yolov4 stands out best 

amongst all other algorithms and gave a F1-score of 91% along with a mean average precision of 

91.73% higher than previously achieved. 
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I.INTRODUCTION  

In recent years, advancements in video 

analysis technology have opened new 

frontiers in security and threat detection. One 

critical area of focus is the development of 

systems capable of detecting weapons within 

video streams to enhance security measures in 

various environments, including public 

spaces, critical infrastructure, and high-

security facilities. The "Video Analysis for 

Weapon Detection and Alerting" project 

addresses this imperative need by leveraging 

cutting-edge technologies to identify, analyze, 

and alert security personnel about potential 

threats in real-time. 

In an era where security concerns loom large, 

the "Video Analysis for Weapon Detection 

and Alerting" project emerges as a beacon of 

innovation and necessity. With the ever-

present threat of violence in public spaces, 

ensuring the safety of citizens, investors, and 

tourists has become a paramount priority for 

governments and security agencies 

worldwide. Traditional surveillance methods, 

while effective to some extent, often rely on 

human intervention and supervision, leaving 

room for potential lapses and delays in 

response. 

To address these challenges, the "Video 

Analysis for Weapon Detection and Alerting" 

project harnesses the power of cutting-edge 

technologies, particularly deep learning 

algorithms and Closed Circuit Television 

(CCTV) systems. By integrating state-of-the-

art computer vision techniques with real-time 

video analysis, the project seeks to 

autonomously identify and alert authorities to 

the presence of potentially harmful weapons 

in public areas. This proactive approach not 

only enhances security measures but also 

enables swift and decisive action to prevent 

incidents before they occur. 

The project's significance extends beyond 

mere surveillance; it represents a paradigm 

shift in security strategies, leveraging 

advanced machine learning algorithms to 

augment human capabilities in threat 

detection. Through a combination of 

meticulous data collection, algorithmic 

training, and system integration, the project 

aims to create a robust framework for 

enhancing public safety and security in an 

increasingly uncertain world. 

In this introduction, we will delve into the 

objectives, methodologies, and potential 

impact of the "Video Analysis for Weapon 

http://www.ijasem.org/
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Detection and Alerting" project, exploring its 

implications for security infrastructure, law 

enforcement practices, and the broader 

societal landscape. As we navigate through 

the intricacies of this groundbreaking 

endeavor, it becomes evident that the fusion 

of technology and security holds the key to 

safeguarding our communities and fostering a 

sense of security and resilience in the face of 

evolving threats. 

II.EXISTING SYSTEM : 

The crime rate across the globe has increased 

mainly because of the frequent use of 

handheld weapons during violent activity. For 

a country to progress, the law-and-order 

situation must be in control. Whether we want 

to attract investors for investment or to 

generate revenue with the tourism industry, 

all these needs is a peaceful and safe 

environment. The crime ratio because of guns 

is very critical in numerous parts of the world. 

It includes mainly those countries in which it 

is legal to keep a firearm. The world is a 

global village now an what we speak or write 

has an impact on the people. Even if the news 

they heard is crafted having no truth but as it 

gets viral in a few hours because of the media 

and especially social media, the damage will 

be done. People now have more depression 

and have less control over their anger, and 

hate speeches can get those people to lose 

their minds. People can be brainwashed and 

psychological studies show that if a person 

has a weapon in this situation, he may lose his 

senses and commit a violent activity. 

III.PROPOSED SYSTEM  

The problem of detection and classification of 

objects in realtime started after major 

developments in the CCTV field, processing 

hardware, and deep learning models. Very 

little work has been done in this field before 

and most of the previous effort was related to 

concealed weapon detection (CWD). 

http://www.ijasem.org/
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Fig: System Design 

 

IV.LITERATURE REVIEW  

1. Multiclass Weapon Detection using Multi 

Contrast Convolutional Neural Networks and 

Faster Region-Based Convolutional Neural 

Networks, Rahul Reddy; K Gyan Vallabh; Sai 

Sharan, In this day and age, increasingly easy 

access to firearms and other hand-held 

weapons has stirred up public violence 

concerns. Many of these weapons are 

comfortably concealed. The tremendous 

developments in technology can assure more 

security in public places by detecting such 

weapons in real-time and alerting the 

concerned authorities before any damage. In 

this paper, we propose using two state-of-the-

art algorithms for performing real-time 

detection of concealed hand-held weapons. 

The algorithms used are Multi Contrast 

Convolutional Neural Networks (MC-CNN) 

and Faster Region-Based Convolutional 

Neural Networks (Faster R-CNN). 

Additionally, we present a comprehensive 

comparative analysis and evaluation of the 

Faster R-CNN and MC-CNN in detecting the 

weapons. This study has diverse industrial 

applications in real-time bank surveillance 

cameras and other public places, provided that 

they are under CCTV surveillance. 

 

http://www.ijasem.org/
https://ieeexplore.ieee.org/author/37088501582
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https://ieeexplore.ieee.org/author/37088070471
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2. Video Analysis for Weapon Detection and 

Alerting, S.B.Thorat ,Dr. P.R. Patil, Dr. P.B. 

Tamsekar, Modern society places a premium 

on safety and security. The prosperity of a 

nation depends on its ability to attract both 

tourists and investors. While Closed Circuit 

Television (CCTV) cameras are utilized for 

monitoring and surveillance purposes, human 

oversight and intervention are still necessary. 

There must be a system that can quickly and 

easily identify any instances of illegal 

behavior. Cutting-edge deep learning 

algorithms, lightning-fast processing power, 

and cutting-edge CCTV cameras still can't 

solve the problem of real-time weapon 

identification. The difficulty of the endeavor 

is amplified by the need to account for 

varying viewing angles and occlusions caused 

by the gun's carriage and bystanders. The goal 

of this effort is to create a safe environment 

by using state-of-the-art open-source deep 

learning algorithms applied to CCTV data to 

identify potentially lethal weapons. Binary 

classification has been developed using the 

pistol class as the reference class, and the 

concept of including relevant confusion 

objects has been introduced to cut down on 

false positives and negatives. Since there was 

no pre-existing dataset for such a real-world 

scenario, we created one using photos we took 

of weapons with our own camera, images we 

manually collected from the internet, data 

extracted from YouTube CCTV videos using 

GitHub repositories, data provided by the 

University of Granada, and the Internet 

Movies Firearms Database (IMFDB) 

imfdb.org. Sliding-window classification and 

region-proposal-based item detection are the 

two methods employed. The algorithms 

employed range from VGG16 to Inception-

V3 to SSDMobileNetV1 to YOLOv3 and 

YOLOv4. Object detection methods were 

evaluated based on their precision and recall 

rather than their accuracy. The F1-score and 

mean average precision that Yolov4 provided 

were both significant improvements above 

previous algorithms' performance.  

Three-dimensional millimeter-wave imaging 

for concealed weapon detection, DM Sheen, 

DL McMakin, TE Hall, Millimeter-wave 

imaging techniques and systems have been 

developed at the Pacific Northwest National 

Laboratory (PNNL), Richland, WA, for the 

detection of concealed weapons and 

contraband at airports and other secure 

locations. These techniques were derived from 

microwave holography techniques that utilize 

phase and amplitude information recorded over 

http://www.ijasem.org/
https://ieeexplore.ieee.org/abstract/document/942570/
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a two-dimensional aperture to reconstruct a 

focused image of the target. Millimeter-wave 

imaging is well suited for the detection of 

concealed weapons or other contraband carried 

on personnel since millimeter-waves are 

nonionizing, readily penetrate common 

clothing material, and are reflected from the 

human body and any concealed items. In this 

paper, a wide-bandwidth three-dimensional 

holographic microwave imaging technique is 

described. Practical weapon detection systems 

for airport or other high-throughput 

applications require high-speed scanning on 

the order of 3 to 10 s. To achieve this goal, a 

prototype imaging system utilizing a 27-33 

GHz linear sequentially switched array and a 

high-speed linear scanner has been developed 

and tested. This system is described in detail 

along with numerous imaging results. 

 

V.MODULES  

➢ Data Collection Module: This module is 

responsible for gathering data necessary 

for training and testing the weapon 

detection algorithms. It includes 

processes for capturing CCTV footage, 

collecting images from the internet, 

extracting data from YouTube videos, 

and sourcing datasets from repositories 

and databases like the University of 

Granada and IMFDB. 

➢ Preprocessing Module: Before feeding 

the data into the algorithms, 

preprocessing steps may be necessary. 

This can include tasks such as resizing 

images, normalization, augmentation (for 

data augmentation techniques), and 

potentially converting video footage into 

frames for analysis. 

➢ Training Module: This module involves 

training the deep learning algorithms 

using the collected and preprocessed data. 

It includes setting up the neural network 

architectures (e.g., VGG16, Inception-

V3, YOLOv4), defining loss functions, 

selecting optimization algorithms, and 

executing the training process on suitable 

hardware. 

➢ Evaluation Module: Once the models 

are trained, they need to be evaluated for 

their performance. This module involves 

assessing the accuracy, precision, recall, 

F1-score, and mean average precision of 

each algorithm using a validation dataset 

or through cross-validation techniques. 

http://www.ijasem.org/
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➢ Detection Module: This module is 

responsible for implementing the actual 

detection algorithms on CCTV footage or 

video streams in real-time. It involves 

applying techniques such as sliding 

window classification or region proposal 

object detection using the trained models. 

VI.CONCLUSION  

In conclusion, the "Video Analysis for 

Weapon Detection and Alerting" project 

addresses a critical need for enhancing 

security measures in today's society. By 

leveraging state-of-the-art deep learning 

algorithms and CCTV technology, the project 

aims to automatically detect potentially 

harmful weapons in real-time footage, thus 

fortifying safety protocols and mitigating 

security risks. 

Through meticulous data collection efforts 

and the development of innovative detection 

methodologies, the project has achieved 

significant milestones in the realm of weapon 

detection. The utilization of diverse datasets, 

including locally captured footage, internet-

sourced images, and repository-derived data, 

underscores the project's commitment to 

comprehensively addressing the challenges of 

real-world scenarios. 

The evaluation of various deep learning 

algorithms has led to the identification of 

YOLOv4 as the most effective solution, 

boasting impressive metrics such as a 91% 

F1-score and a mean average precision of 

91.73%. This underscores the project's 

success in achieving high levels of accuracy 

and reliability in weapon detection tasks. 

Furthermore, the integration of alerting 

mechanisms ensures timely responses to 

detected threats, facilitating proactive 

measures to maintain safety and security. By 

seamlessly integrating detection, alerting, and 

post-processing modules, the project provides 

a robust framework for enhancing 

surveillance systems and safeguarding public 

spaces. 

In summary, the "Video Analysis for Weapon 

Detection and Alerting" project represents a 

significant advancement in security 

technology, offering a scalable and effective 

solution for identifying and mitigating 

potential security threats. Through continuous 

refinement and adaptation, this project 

contributes to the ongoing efforts to create 

safer environments for both investors and 

tourists, ultimately fostering economic 

prosperity and societal well-being. 

http://www.ijasem.org/
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VII.FUTURE SCOPE  

In the future, the "Video Analysis for Weapon 

Detection and Alerting" project holds 

promising prospects for further advancement 

and application. Continued research and 

development efforts could focus on enhancing 

the accuracy and efficiency of weapon 

detection algorithms through the integration 

of emerging technologies such as 

reinforcement learning and multi-modal 

sensor fusion. Additionally, the project could 

explore the incorporation of real-time threat 

assessment capabilities, enabling the system 

to prioritize alerts based on the perceived 

level of danger. Moreover, there is potential 

for expanding the scope of the project to 

encompass a wider range of security threats 

beyond firearms, such as explosive devices or 

suspicious behavior detection. Collaborations 

with law enforcement agencies and security 

experts could facilitate the deployment of the 

system in high-risk environments, 

contributing to proactive crime prevention 

strategies. Furthermore, efforts to optimize 

the scalability and resource efficiency of the 

system could enable its deployment in diverse 

settings, including public transportation hubs, 

critical infrastructure facilities, and large-

scale events. Overall, the future of the "Video 

Analysis for Weapon Detection and Alerting" 

project lies in its continuous evolution to 

address evolving security challenges and 

support the creation of safer communities on a 

global scale. 

VIII.REFERENCES  

1.Christchurch Mosque Shootzings, Jul. 2019, 

[online] Available: 

https://en.wikipedia.org/wiki/Christchurch_m

osque_shootings. 

2. Global Study on Homicide, Jul. 2019, 

[online] Available: 

https://www.unodc.org/unodc/en/data-and-

analysis/global-study-on-homicide.html. 

3. W. Deisman, "CCTV: Literature review 

and bibliography" in Research and Evaluation 

Branch Community Contract and Aboriginal 

Policing Services Directorate, Ottawa, ON, 

Canada:Royal Canadian Mounted, 2003.---- 

4. J. Ratcliffe, "Video surveillance of public 

places", 2006. 

5. M. Grega, A. Matiolałski, P. Guzik and M. 

Leszczuk, "Automated detection of firearms 

and knives in a CCTV image", Sensors, vol. 

16, no. 1, pp. 47, Jan. 2016. 

http://www.ijasem.org/
https://en.wikipedia.org/wiki/Christchurch_mosque_shootings.
https://en.wikipedia.org/wiki/Christchurch_mosque_shootings.
https://www.unodc.org/unodc/en/data-and-analysis/global-study-on-homicide.html.
https://www.unodc.org/unodc/en/data-and-analysis/global-study-on-homicide.html.


   ISSN2454-9940 

       Vol 18, Issue 2, 2024 

 

   www.ijasem.org  

 

 

 

 

1213 

6.China’s CCTV Surveillance Network Took 

Just 7 Minutes to Capture BBC Reporter, Jul. 

2019, [online] Available: 

https://techcrunch.com/2017/12/13/china-

cctv-bbc-reporter/. 

7.N. Cohen, J. Gattuso and K. MacLennan-

Brown, CCTV Operational Requirements 

Manual 2009, St Albans, U.K.:Home Office 

Scientific Development Branch, 2009. 

8.G. Flitton, T. P. Breckon and N. Megherbi, 

"A comparison of 3D interest point 

descriptors with application to airport 

baggage object detection in complex CT 

imagery", Pattern Recognit., vol. 46, no. 9, pp. 

2420-2436, Sep. 2013. 

9.R. Gesick, C. Saritac and C.-C. Hung, 

"Automatic image analysis process for the 

detection of concealed weapons", Proc. 5th 

Annu. Workshop Cyber Secur. Inf. Intell. Res. 

Cyber Secur. Inf. Intell. Challenges Strategies 

(CSIIRW), pp. 20, 2009. 

10.R. K. Tiwari and G. K. Verma, "A 

computer vision based framework for visual 

gun detection using Harris interest point 

detector", Procedia Comput. Sci., vol. 54, pp. 

703-712, Aug. 2015. 

11.R. K. Tiwari and G. K. Verma, "A 

computer vision based framework for visual 

gun detection using SURF", Proc. Int. Conf. 

Electr. Electron. Signals Commun. Optim. 

(EESCO), pp. 1-5, Jan. 2015. 

12. Z. Xiao, X. Lu, J. Yan, L. Wu and L. Ren, 

"Automatic detection of concealed pistols 

using passive millimeter wave imaging", Proc. 

IEEE Int. Conf. Imag. Syst. Techn. (IST), pp. 

1-4, Sep. 2015. 

13.D. M. Sheen, D. L. Mcmakin and T. E. 

Hall, "Three-dimensional millimeter-wave 

imaging for concealed weapon 

detection", IEEE Trans. Microw. Theory 

Techn., vol. 49, no. 9, pp. 1581-1592, Sep. 

2001. 

14. Z. Xue, R. S. Blum and Y. Li, "Fusion of 

visual and IR images for concealed weapon 

detection", Proc. 5th Int. Conf. Inf. Fusion, 

vol. 2, pp. 1198-1205, Jul. 2002. 

15. R. Blum, Z. Xue, Z. Liu and D. S. Forsyth, 

"Multisensor concealed weapon detection by 

using a multiresolution mosaic 

approach", Proc. IEEE 60th Veh. Technol. 

Conf. (VTC-Fall), vol. 7, pp. 4597-4601, Sep. 

2004. 

http://www.ijasem.org/


   ISSN2454-9940 

       Vol 18, Issue 2, 2024 

 

   www.ijasem.org  

 

 

 

 

1214 

16. E. M. Upadhyay and N. K. Rana, 

"Exposure fusion for concealed weapon 

detection", Proc. 2nd Int. Conf. Devices 

Circuits Syst. (ICDCS), pp. 1-6, Mar. 2014. 

17. R. Maher, "Modeling and signal 

processing of acoustic gunshot 

recordings", Proc. IEEE 12th Digit. Signal 

Process. Workshop 4th IEEE Signal Process. 

Educ. Workshop, pp. 257-261, Sep. 2006. 

18. A. Chacon-Rodriguez, P. Julian, L. Castro, 

P. Alvarado and N. Hernandez, "Evaluation of 

gunshot detection algorithms", IEEE Trans. 

Circuits Syst. I Reg. Papers, vol. 58, no. 2, pp. 

363-373, Feb. 2011. 

19. From Edison to Internet: A History of 

Video Surveillance, Jun. 2019, [online] 

Available: 

https://www.business2community.com/tech-

gadgets/from-edison-to-internet-a- history-of-

video-surveillance-0578308. 

20. Infographic: History of Video 

Surveillance—IFSEC Global |Security and 

Fire News and Resources, Sep. 2019, [online] 

Available: 

https://www.ifsecglobal.com/video-

surveillance/infographic-history-of-video-

surveillance/. 

21. W. Hu, T. Tan, L. Wang and S. Maybank, 

"A survey on visual surveillance of object 

motion and behaviors", IEEE Trans. Syst. 

Man Cybern. C Appl. Rev., vol. 34, no. 3, pp. 

334-352, Aug. 2004. 

22. A. C. Sankaranarayanan, A. 

Veeraraghavan and R. Chellappa, "Object 

detection tracking and recognition for 

multiple smart cameras", Proc. IEEE, vol. 96, 

no. 10, pp. 1606-1624, Oct. 2008. 

23. S. Zhang, C. Wang, S.-C. Chan, X. Wei 

and C.-H. Ho, "New object detection tracking 

and recognition approaches for video 

surveillance over camera network", IEEE 

Sensors J., vol. 15, no. 5, pp. 2679-2691, May 

2015. 

24. J. C. Nascimento and J. S. Marques, 

"Performance evaluation of object detection 

algorithms for video surveillance", IEEE 

Trans. Multimedia, vol. 8, no. 4, pp. 761-774, 

Aug.  

25. N. Dalal and B. Triggs, "Histograms of 

oriented gradients for human detection", 2005. 

26. C. Anagnostopoulos, I. Anagnostopoulos, 

G. Tsekouras, G. Kouzas, V. Loumos and E. 

Kayafas, "Using sliding concentric windows 

for license plate segmentation and 

http://www.ijasem.org/


   ISSN2454-9940 

       Vol 18, Issue 2, 2024 

 

   www.ijasem.org  

 

 

 

 

1215 

processing", Proc. IEEE Workshop Signal 

Process. Syst. Design Implement., pp. 337-

342, Nov. 2005. 

27. M. Grega, S. Lach and R. Sieradzki, 

"Automated recognition of firearms in 

surveillance video", Proc. IEEE Int. Multi-

Disciplinary Conf. Cognit. Methods Situation 

Awareness Decis. Support (CogSIMA), pp. 

45-50, Feb. 2013. 

28. I. Darker, A. Gale, L. Ward and A. 

Blechko, "Can CCTV reliably detect gun 

crime?", Proc. 41st Annu. IEEE Int. Carnahan 

Conf. Secur. Technol., pp. 264-271, Oct. 2007. 

29. I. T. Darker, A. G. Gale and A. Blechko, 

"CCTV as an automated sensor for firearms 

detection: Human-derived performance as a 

precursor to automatic recognition", Proc. 

SPIE, vol. 7112, Oct. 2008. 

30. I. T. Darker, P. Kuo, M. Y. Yang, A. 

Blechko, C. Grecos, D. Makris, et al., 

"Automation of the CCTV-mediated detection 

of individuals illegally carrying firearms: 

Combining psychological and technological 

approaches", Proc. SPIE, vol. 7341, Apr. 

2009. 

 

 

 

 

http://www.ijasem.org/

