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Abstract:

It is important for licensed psychologists to
understand the dangers of cyberbullying and how to
protect kids from it. Even while there are some
enjoyable features of the internet, one of the most
harmful aspects is the potential for sexual activity.
Offenders may now access many children while
staying quiet thanks to the internet. Qur project's
main objective is to locate the social media profiles
that predators use and send the cyber cell
administrator a predator record (Wolak, 2000;
Mitchell, Finkelhor, & Wolak, 2001). This research
report gives a summary of our most recent system
creation activities. Therefore, with an improved
system, the supervisor may continue to act after the
victim of sexual assault's complaint.

Keywords: kid victim, abusers, cyber bullying,
action.

I. INTRODUCTION

There is online software that may be used to find
predators on social media. The purpose of this project
is to collect predators' ideas, share them on Face book
and Instagram, and submit a report to the cyber cell
manager. The need for a well-designed website to
monitor all comments and online postings for minors
that are sexually explicit is a rapidly growing
problem on social media. In March 2014, 8% of 11—
16-year-olds in the UK reported getting offers to send
or reply to sexually explicit texts, while participants
in the state's 12-tone program reported receiving
unwanted sexual contacts. It is imperative that the
grave issue of locating criminals on the internet be
addressed. Young children are currently the main
users of social media for discourse.

Additionally, according to a recent research on
intelligence, teenagers, and mobile phones (scamp),
70% of 11-12-year-olds in the UK presently hold a

cell phone, and by the time they are 14 years old, that
number rises to 90%. -so-called online child care,
when adults engage in intimate social media usage.
This kind of personality involves building a
trustworthy relationship with the young kid and
letting them see him in person. Previous research on
identifying online cyber-pedophiles includes the first
global competition.

II. EXISTING SYSTEM

A number of online entertainment forums, games,
and audio chat all make use of various aspects of
game hunting. Since the system is only triggered
when children are acting or playing online, it protects
the kid from further abuse or sexual exploitation by
the abuser. There is a child predator system that
identifies online sexual abuse when children are
using online voice chat or playing games. any voice
discussion. Ever since the internet was developed, a
lot of kids have been using social media for various
social activities. Given their high level of activity on
social media, we need a way to identify potential
predators online in order to prevent child abuse.

Use the 5-level Neural Network method in the
current system or the dialogue-based approach with
the Ridge or Naive Bayes classifier in the TF-IDF
feature set. The cyber defamation situation is shown
in "Detecting Cyber Defamation in Social Networks
using Machine Learning," by G. Aswin, R. Pavithara,
and A. Jeevarathinam. Using the Naive Bayes
Algorithm, a live social media application is created
in Python programming. The social media dataset is
used to train the model, which then predicts the
presence of cyberbullying in real time and displays
alarm messages with an accuracy of 99.64%.[1]

Published in a journal article titled "Detection of
Cyberbullying using Machine Learning," Manowarul
Islam, Md Ashraf Udin, Linta Islam, Arnisha Akhter,
Selina Sharmin, and Uzzal K. Acharyaee In this case,
the steps in the Naive Bayes and Support Vector
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Machine classification process include preprocessing,
feature extraction, and classification. During the
preprocessing stage, we clean the data by eliminating
noise and outliers.use TF-IDF to extract the features
from the input information.[2] The proposal "A
Conversational Agent to Detect Online Sex
Offenders" was made by Javier Pastor-Galindo,
Daniel Diaz-Lopez, Santiago Rocha Duran, and John
Ibanez Rodriguez. Four models make up this paper:
Opinion Classification, Retrieval-based, Generative,
and Emotional.The combination of these models
creates a system that can use the K-Means Clustering
Algorithm to profile suspects based on chatroom
behavior and conversation content.[3] John Hani,
Mohamed Nashaat, Mostafa Ahmed, Zeyad Emad,
Eslam Amer, and Ammar Mohammed, "Social Media
Cyberbullying Detection using Machine Learning."
This article assessed a model based on two
classifiers, namely SVM and Neural Networks,
utilizing TF-IDF and sentiment analysis methods, and
provided a methodology to identify cyberbullying
using ML approaches. 89.9% accuracy using SVM
and 91.9% accuracy using Neural Network.[4] Jossie
Murcia Trivino, Sebastian Moreno Rodriguez, and
Daniel Diaz Lopez, "A Chatbot to chase Cyber
Perverts."In order to start a conversation about a
specific topic—child pornography, in our case—we
use an Artificial Conversational Entity (ACE), which
connects to various online chat services. Because
child pornography is a particularly sensitive sexual
offense, it requires extra attention and contributions
in order to be addressed using the LSTM-NN
Algorithm with 89.3% accuracy.[5S] Dr. Shane
Murnion, Prof. William J. Buchanan, Adrian Smales,
and Dr. Gordon Russell released a study titled
"Machine Learning and Semantic Analysis of In-
game chat for Bullying." Here Simple feature
detection with SQL dataset queries was used to
classify the collected data. The results were then
compared to classifications from Al-based sentiment
text analysis services and to manually classified data
using a custom classification client created
specifically for this paper that used Decision Tree,
Naivr Bayes, and SVM Random Forest. [6]
"Mitigating Online Sexual Grooming Cybercrime on
Social Media using Machine Learning: A Desktop
Survey," by Using KNN with 94% accuracy,
Decision Tree with 93% accuracy, SVM with 85%
accuracy, and CNN with 80% accuracy, a desktop
survey on machine learning technologies that have
been used to detect online sexual grooming is
presented in this paper.The article "Towards the
Detection of Cyberbullying Based on Social Network
Mining Techniques" was written by Giovanny
Mauricio, I-Hsien Ting, Wun Sheng Liou, Dario
Liberona, and Shyue-Lang Wang. In order to identify
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cyberbullying, a method based on social network
analysis and data mining has been presented in this
research. We'll examine the three primary methods
for identifying cyberbullying: social network
analysis, opinion mining, and keyword matching
approach. 70% accuracy was attained using the SNM
Algorithm.[8] Batoul Haidar, Ahmed Serhrounchni,
and Chamoun Maroun, "A Multi Lingual System for
Cyberbullying Detection: Arabic Content Detection
using Machine Learning," This study demonstrates
that it is feasible to identify Arabic cyberbullying
since the suggested approach uses machine learning,
which requires the preparation of a dataset for system
testing and training. 90.85% accuracy was attained
using the Naive Bayes and SVM algorithms.[9]
Using profile-based representation, Hugo Jair
Escalante, Esau Villaro Tello, Sara E. Garza, and A.
Pastor Lopez-Monray provide "Early Detection of
Deception and Aggressiveness." The use of profile-
based representations (PBRs) for early text
categorization of deception is suggested in this
research. The purpose of PBR is to use basic co-
occurrence statistics to extract/learn concepts (i.e.,
artificial dimensions capturing word usage patterns)
using K-Nearest Neighbors (51.35% accuracy), SVM
(45.61% accuracy), Neural Network (65.27%
accuracy), Random Forest (52.02% accuracy), and
Naive Bayes (66.71% accuracy).[10]

III. PROPOSED SYSTEM

We will only use one image algorithm in our system
to differentiate between the picture and the text. The
Vector Support Machine (SVM) will provide more
accuracy than the existing system as it is a learned
model of a machine that applies splitting techniques
for two-team separation challenges. Using an
algorithm, we will build a train model that recognizes
both common and uncommon words and sentences.
This train model will then analyze incoming user
posts to identify whether or not they include abusive
material.

IV. SYSTEM ARCHITECTURE
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Fig. 1 Architecture of the System

V. MODULES

User module: This module allows users to create
accounts. After entering their account details, users
may send and browse postings on the platform.
Admin module: An administrator may inspect all
registered user accounts before accepting or rejecting
a user account. The administrator must add new
harasser and non-harasser messages to the machine
learning train dataset. The administrator has to run
the complete algorithm, or at least SVM, in order to
carry out harasser message identification from the
user's perspective. The administrator has the ability to
see or follow every post made by every user.

VI. CONCLUSION

Because the sex industry and its high expenses for
teens make online dating risky, it is not ignored. The
groom wants to establish a relationship with the kid
in order to be able to speak with them. In order to
build a connection based on trust and confidence, the
elder son-in-law wusually presents himself as a
youthful person with similar interests when it comes
to grooming. We have identified a child abuser in this
project for your protection. Additionally, send a
report for consideration to the website administrator.
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