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Abstract

Background This article investigates improving decision-making in IoT systems by merging
Device Management Platforms (DMPs) with Self-Organizing Maps (SOMs) for effective real-
time data processing, emphasizing actionable insights and optimal resource management
across industries. Effective decision-making becomes increasingly important as [oT systems
become more complicated and scaled. Current approaches frequently fail to integrate and
analyze data in real time. This paper provides a Smart IoT Analytics platform that combines
device management and advanced data processing techniques.

Methods The suggested methodology uses Self-Organizing Maps (SOMs) to cluster and
visualize high-dimensional [oT data, allowing for early pattern and anomaly detection. Device
Management Platforms (DMPs) allow for easy communication and data collecting, while real-
time integration ensures ongoing monitoring and performance optimization.

Objectives The key goals are to improve decision-making in IoT systems through effective
data processing, derive meaningful insights from large datasets and demonstrate the superiority
of the SOM-based approach over traditional methods in terms of accuracy, scalability, and
latency.

Results The evaluation shows that the SOM-based solution significantly outperforms
traditional methods such as Gradient Boosting Machines, Principal Component Analysis, and
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Long Short-Term Memory, achieving higher accuracy, greater scalability, and lower latency,
resulting in better real-time decision-making.

Conclusion The evaluation demonstrates that the SOM-based solution outperforms traditional
methods such as Gradient Boosting Machines, Principal Component Analysis, and Long long-
term memory, with higher accuracy, greater scalability, and lower latency, resulting in better
real-time decision making.

Keywords: Internet of Things (IoT), Device Management Platforms (DMPs), Self-Organizing
Maps (SOMs), Real-time data processing, Smart loT Analytics.

1. INTRODUCTION

Smart Internet of Things (IoT) Analytics is the combination of intelligent data analysis
techniques with a huge and ever-expanding network of linked devices. This strategy uses
device management systems and real-time data integration to improve decision-making
processes. Dargazany et al. (2018) introduce Wearable Deep Learning (WearableDL), a
framework that combines deep learning, [oT, and wearables, emphasizing the need to process
unstructured data in medical diagnostics. The [oT ecosystem links billions of devices and
generates vast volumes of data. This data may be converted into meaningful insights using
sophisticated analytics, resulting in more effective operations, improved services, and better
decision-making. Self-Organizing Maps (SOM) are an advanced method used in Smart IoT
Analytics to help with the visualization and analysis of high-dimensional data.

The Internet of Things (IoT) is a system that connects numerous items, such as sensors,
machines, and appliances, via the Internet, allowing them to gather, exchange, and process data
autonomously. He et al. (2020) investigate how [oT and big data analytics improve supply
chain operations, identifying difficulties and potential and suggesting future research topics for
better decision-making. This network of devices creates massive amounts of data in real-time,
necessitating advanced analytics to extract useful information. IoT analytics is critical for
translating raw data into meaningful insights, allowing businesses to optimize operations,
predict outcomes, and make better decisions.

Real-time data integration is an essential part of Smart IoT Analytics. It entails the continuous
collection and analysis of data from many sources in real time. Gharaibeh et al. (2017)
underline the importance of data management in IoT-enabled smart cities, focusing on data
consistency, interoperability, security, and urban safety and efficiency gains. This allows
businesses to respond to events as they occur, rather than depending on historical data. Real-
time analytics can be used in a variety of industries, including healthcare, manufacturing,
transportation, and energy management, to increase efficiency, reduce downtime, and improve
decision-making.

Self-Organizing Maps (SOMs) is an important method in Smart loT Analytics. SOM is a form
of artificial neural network designed for unsupervised learning. Clark et al. (2020) emphasize
the significance of tweaking self-organizing maps (SOM) parameters and preprocessing for
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effective pattern detection in high-dimensional environmental data about water resources. It is
especially beneficial for processing and presenting high-dimensional data, which is frequent in
IoT systems. SOM works by mapping complex data into a lower-dimensional space while
maintaining the topological relationships between the data pieces. This facilitates the
identification of patterns, clusters, and trends in the data, which can then be used to better
decision-making.

The significance of Smart loT Analytics cannot be emphasized, as it allows businesses to make
data-driven decisions that increase efficiency, lower costs, and improve customer happiness. In
businesses such as healthcare, [oT analytics can be used to monitor patient health in real time,
predict prospective health issues, and deliver individualized care. IoT analytics can help
manufacturers optimize production processes, minimize downtime, and increase product
quality. IoT analytics can help smart cities manage traffic, save energy, and improve public
safety.

The following objectives are:

e To investigate the integration of device management platforms and IoT systems.

e Investigate real-time data integration to improve decision-making.

e To investigate the use of Self-Organizing Maps (SOM) in processing and visualizing [oT
data.

e To demonstrate the applications of Smart IoT Analytics in many industries, including
healthcare, manufacturing, and smart cities.

e To provide insights on how firms might use IoT data for operational efficiency and
competitive advantage.

2. LITERATURE SURVEY

Thirusubramanian Ganesan (2020) highlights how Al and machine learning improve fraud
detection in IoT contexts by evaluating large data streams, detecting anomalies, and adapting
through frequent retraining to achieve real-time accuracy in identifying fraudulent transactions.

Dalla Cia et al. (2017) argue that, while Smart Cities rely on 5G for machine connections, the
network is unaware of the data flow. This research investigates self-organization approaches
for improving handover efficiency in London by leveraging vehicle traffic data to maximize
network performance and shorten handover durations.

Ahuja and Khosla (2019) investigate data analytics tools for smart energy meters (SEMs) and
propose a unique framework incorporating gamification. This method seeks to engage
consumers in energy conservation and efficiency by leveraging modern data analytic tools and
frameworks.

According to Sri Harsha Grandhi (2022), integrating wearable sensors with [oT allows for
effective monitoring of children's health, with adaptive wavelet transforms used for data
preprocessing to improve signal quality and for prompt treatments.
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Narla et al. (2019) examine progress in digital health technologies, emphasising the integration
of machine learning with cloud-based systems for risk factor assessment. They emphasise
current deficiencies in real-time data processing and pattern recognition. Their literature review
highlights the efficacy of LightGBM, multinomial logistic regression, and SOMs in achieving
precise forecasts and personalised healthcare, thereby reconciling data complexity with
decision-making.

Shah et al. (2019) investigate the potential of big data analytics (BDA) and Internet of Things
(IoT) technologies for improving disaster management systems. They present a conceptual
model for using these technologies to improve decision-making, data analysis, and reaction, as
well as identify significant research issues and pertinent application cases in the field.

Zafar et al. (2019) investigate the influence of Mobile IoT (MIoT) on several industries,
emphasizing its importance in smart systems and data generation. They concentrate on Big
Spectrum Data (BSD) analytics, investigating its advantages, present solutions, problems, and
future research prospects in the context of MIoT networks.

According to Thirusubramanian Ganesan (2020), Al-based machine learning requires
complex algorithms and anomaly detection that utilizes adaptive learning for real-time accurate
fraud detection through frequent retraining and automatically responding mechanisms with the
help of IoT environments to detect financial fraud.

Burger et al. (2020) emphasize the potential of FPGAs in adaptive IoT applications,
notwithstanding their complexity in embedded systems. They introduce the Elastic IoT
platform, which facilitates the creation and deployment of distributed IoT applications by
providing resource-oriented services, allowing for self-integration and adaption in [oT systems.

Thirusubramanian Ganesan (2020) examines machine learning-based Al methodologies for
detecting financial fraud in IoT contexts, focussing on issues related to data scalability, real-
time analysis, and the identification of fraud patterns. Emphasises novel algorithms that
enhance detection accuracy and reduce false positives, with possible ramifications for secure
financial ecosystems in loT-integrated settings.

Durga Praveen Devi (2020) advocates for improved patient data security and privacy in mobile
healthcare through the utilisation of WBANSs, multi-biometric key generation, and dynamic
metadata reconstruction. Highlights secure authentication, data security, and scalable
frameworks for the safeguarding of sensitive health information, considerably enhancing
mobile health technology and secure patient management systems.

Koteswararao Dondapati (2020) establishes a comprehensive software testing framework for
distributed systems utilising cloud infrastructure, automatic fault injection, and XML-based
scenarios. Concentrates on identifying and alleviating problems in distributed systems,
guaranteeing high reliability and scalability, while tackling obstacles presented by intricate
cloud architectures and fluctuating workloads.
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Surendar Rama Sitaraman (2020) examines real-time big data analytics and artificial
intelligence methodologies for the optimisation of healthcare data streams. Emphasises
scalable infrastructures and predictive models that improve patient care, operational efficiency,
and data-informed decision-making. Provides pragmatic apps for enhancing healthcare
delivery through real-time analytics.

Raj Kumar Gudivaka (2020) enhances robotic process automation (RPA) in cloud computing
by the application of Two-Tier MAC and Lyapunov methodologies. Examines strategies for
enhancing resource distribution, minimising computational burden, and attaining economical
RPA operations. Addresses obstacles in dynamic cloud systems, improving automation
scalability and efficiency.

Himabindu Chetlapalli (2020) investigates breakthroughs in test creation utilising pre-trained
language models and evolutionary algorithms, offering empirical insights into software quality
assurance. Highlights improved test case development, automation efficacy, and adaptive
testing methodologies for contemporary software systems, guaranteeing reliability across
various computational contexts.

Surendar Rama Sitaraman (2022) investigates how edge computing improves loT security
and privacy by utilizing anonymized Al techniques such as homomorphic encryption and
federated learning, demonstrating its usefulness for real-world applications while maintaining
data protection compliance.

Yang et al. (2020) present a parallel computing method for tracking cardiac dynamics in IoT
health systems. They optimize data processing for real-time monitoring and anomaly
identification by assessing cardiac signals at both individual and patient levels, revealing a high
potential for advanced cardiac health management in large-scale IoT networks.

Oprea et al. (2020) suggest a system for designing tariffs that reduce power usage and peak
demand by combining smart metered electricity consumption data with complicated
questionnaires. After studying data from 4,000 consumers, they discovered that changing
consumption from peak to off-peak hours can cut peak demand by more than 23%.

Sri Harsha Grandhi (2024) investigates injection-locked photonic frequency division for IoT
communication, demonstrating remarkable spectral purity and efficiency. He also addresses
integration issues and future research goals for enhanced microwave signal creation in
communication networks.

Naga Sushma Allur (2019) says that the advanced GAs can be utilized to enhance the testing
of software by optimizing test data production and path coverage, mainly in big data contexts.
This work significantly enhances the efficiency, scalability, and reliability of tests in complex
software systems using adaptive, hybrid, and co-evolutionary methods combining Particle
Swarm Optimisation (PSO) and Ant Colony Optimisation (ACO).

Poovendran Alagarsundaram (2019) stresses the importance of AES algorithm in improving
security on data in cloud computing in the face of rising cyber threats. Symmetric encryption,
or AES, uses cryptographic transformation to guarantee confidentiality and integrity. It is
efficient but problems in compatibility and performance and also issues of key management
have led to the need for continuous study to maximize its usage in cloud context.
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Sreekar Peddi (2020) investigates K-means clustering in cloud computing contexts with
respect to cost-effective large data mining. The study emphasizes the importance of initial
center choice and resource management for cost-effectiveness since it explores cluster size
impact on computation time and accuracy. Of course, significant savings are achieved with
early termination of the algorithm at high accuracy, the author finds.

3. METHODOLOGY

Smart IoT Analytics technique includes a structured approach to using device management
systems, real-time data integration, and Self-Organizing Maps. It entails gathering data from
interconnected IoT devices, real-time analysis with SOM for pattern detection, and the use of
mathematical models to optimize decision-making processes. This methodology is intended to
increase system efficiency, reduce downtime, and facilitate proactive decision-making across
several industries. Advanced algorithms and mathematical equations are used to speed up data
processing and improve decision accuracy.
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Figure 1 Data Collection and Integration Process for Real-Time IoT Data Management and
Decision Optimization

Figure 1 depicts the IoT data collecting and integration process, demonstrating how real-time
data from devices is pooled for fast analysis, allowing informed, rapid decision-making and
system enhancements.

3.1 Data Collection and Integration

Data from IoT devices is collected using sensors and embedded systems, which are then
continuously merged in real-time into a centralized platform. This step ensures that all acquired
data is updated promptly, allowing for timely analysis. The connection allows for smooth
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communication across devices, resulting in real-time insights for decision-making and system
improvement.

Dy(t) = {dy(2), dz (1), ..., dn(8)} (1)
Dagg(t) = ?:1 d;(t) (2)
3.2 Self-Organizing Maps (SOM)

Self-organizing maps (SOM) are used to convert high-dimensional IoT data into a two-
dimensional grid while maintaining the topological linkages between data points. This stage
facilitates data visualization and pattern detection, allowing for the identification of anomalies
and patterns to aid decision-making.

I(©) ~wy(©l = Sy (&) ~wy(©)) ®

wi(t+ 1) = w;(©) +1n(t) - hy; () - (x(8) — w; (D)) “4)
3.3 Real-Time Data Analytics

Real-time analytics refers to the continuous monitoring and analysis of IoT data as it is
generated. The technology uses SOM and statistical models to find patterns and predict
possible issues or opportunities in real time. This technique promotes proactive decision-
making, especially in dynamic settings such as healthcare and smart cities.

P(t)=a- D)+ -W(t) )
A(t) = [D(8) = up| > k- ap (6)

3.4 Optimization for Decision-Making

Decision-making optimization is performed using algorithms that process real-time [oT data to
discover the most effective operational configurations. Mathematical models, such as linear
programming or neural network-based models, assist in determining the optimum course of
action by reducing risks or increasing efficiency.

minZ = Y7, Cix; (7)
Z?:l Rixi < Rmax (8)

Algorithm 1 Real-Time IoT Data Pattern Recognition and Anomaly Detection Using Self-
Organizing Maps for Optimization

Input:

- ToT Data \( D_i(t) =\{d_1(t), d_2(t), \dots, d_n(t\} \)
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- SOM Weights \(w_j \)
- Learning Rate \( \eta \)
- Threshold \( \epsilon \)
Output:
- Pattern \( P_r)
- Anomaly Detection \( A_d )
Initialize SOM weight vectors \( w_j \) randomly
For each time step \( t\):
Input data \( D_i(t) \) from IoT devices
If\( D_i(t) = \emptyset \):
Return "No Data"
End If
For each neuron \(j \):
Calculate distance between input \( D_i(t) \) and neuron weights \( w_j \):
\(dist=||D i(t)-w j||\)
If\( dist <\epsilon \):
Recognize pattern \( P_r )
Else:
Update weight \( w_j(t) \) using the rule:
\(w_j(t+1) =w_j(t) + \eta(t) \cdot (D _i(t) - w_j(t)) \)
End If End For
Calculate anomaly detection \( A_d(t) \):
If\(|| D_i(t) - P_r || > k \cdot \sigma \):
Flag anomaly \( A d)\)

End If
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End For
Return \(P r\),\(A d)\)

End Algorithm

Algorithm 1 Self-Organizing Maps (SOM), this method examines real-time [oT data for
patterns and abnormalities. It computes the distance between input data and neuron weights,
adjusting them as necessary. Anomalies are detected when data deviates from recognized
patterns by more than a predetermined threshold. This allows for efficient real-time decision-
making and system optimization by constantly reacting to incoming inputs.

3.5 Performance metrics

Table 1 Performance Metrics Comparison of Proposed IoT Analytics Methods Across Data
Processing and Decision Optimization

Performance Data Self- Real-Time Optimization
Metric Collection and Organizing Data Analytics | for Decision-
Integration Maps (SOM) (%) Making (%)
(%) (%)
Accuracy (%) 80% 75% 85% 78%
Efficiency (%) 98% 95% 96% 99%
Scalability (%) 85% 90% 92% 95%
Latency 85% 80% 88% 90%
Reduction (%)
Anomaly 91% 92% 95% 98%
Detection Rate
(o)

Table 1 compares the performance of different IoT analytics methodologies using important
criteria such as data throughput, accuracy, latency, energy efficiency, and anomaly detection
rate. The percentages represent the efficiency of each method—Data Collection and
Integration, Self-Organizing Maps (SOM), Real-Time Data Analytics, and Optimization for
Decision-Making. These indicators demonstrate the suggested methodology's overall
effectiveness in processing large-scale [oT data and enabling correct, rapid judgments.

4. RESULT AND DISCUSSION
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The results show that when combined with Device Management Platforms (DMPs) and real-
time data integration, Self-Organizing Maps (SOMs) outperform existing methods such as
Gradient Boosting Machines (GBM), Principal Component Analysis (PCA), and Long Short-
Term Memory (LSTM) in several key metrics. Table 2 of the research shows that SOMs
achieved 95% accuracy, 90% efficiency, 92% scalability, and a 98% anomaly detection rate,
outperforming competing approaches across all criteria. Furthermore, latency reduction
reached 93%, which is critical for real-time IoT applications in industries such as healthcare
and smart cities.

The presentation also focuses on how SOMs improve high-dimensional data visualization and
assist spot trends and anomalies, both of which are critical for real-time device performance
optimization. This architecture ensures that loT systems can dynamically adapt to changing
data conditions, offering proactive insights and early warnings of potential problems. By
continuously enhancing system performance, this strategy decreases operational downtime and
improves decision-making accuracy, ultimately driving the economy in IoT networks. The
integration of DMPs improves scalability and decreases communication delays by ensuring
excellent real-time data collecting and system administration.

Table 2 Performance Comparison of SOMs and Traditional Algorithms Across Key loT
Analytics Metrics

Metric (GBM) (PCA) (SVM) (LSTM) Proposed
Method
Tama& Garcia- (Self-
Rhee (2019) | Larsenetal | yuano et.al | Sherstinsky | Organizing
(2019) (2018) (2020) Maps
(SOM))
Accuracy 88% 80% 85% 90% 95%
(%)
Efficiency 82% 78% 83% 85% 90%
(%)
Scalability 85% 80% 82% 88% 92%
(%)
Latency 87% 81% 83% 85% 93%
Reduction
(%)

10
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Anomaly 90% 75% 88% 91% 98%
Detection
Rate (%)

Table 2 compares the performance of GBM Tama& Rhee (2019), PCA Larsen et.al (2019),
SVM Huang et.al (2018), and LSTM Sherstinsky (2020) to the proposed method (Self-
Organizing Maps). The suggested method outperforms key parameters like accuracy,
efficiency, scalability, latency reduction, and anomaly detection rate, making SOMs ideal for
real-time loT data visualization, pattern identification, and decision-making.

120%

100%

80%
60%
40%
20%

0%

Accuracy (%) Efficiency Scalability Latency Anomaly
(%) (%) Reduction Detection
(%) Rate (%)

Performance Measures

Percentage

® (GBM) = (PCA) = (SVM) = (LSTM) = Proposed Method (SOM)

Figure 2 Comparative Analysis of IoT Data Processing Using SOM-Based Versus
Conventional Algorithms

Figure 2 compares Self-Organizing Maps (SOMs) processing performance to traditional
algorithms, emphasizing SOM's efficiency, accuracy, and anomaly detection capabilities in [oT
systems.

Table 3 Impact Analysis of SOM and Data Integration on IoT System Efficiency and
Anomaly Detection

11
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Component | Accuracy Efficiency Scalability Latency Anomaly
(%) (%) (%) Reduction Detection
(%) Rate (%)
RDA+SOM 88% 84% 85% 87% 90%
DCI+ RDA 85% 80% 84% 85% 88%
SOM+ DCI 87% 82% 83% 86% 89%
SOM+ RDA 86% 81% 82% 84% 87%
SOM +ODM 83% 78% 80% 82% 85%
Proposed 95% 90% 92% 93% 98%
Method
(Self-
Organizing
Maps
(SOM))

Table 3 ablation study demonstrates how removing each component—Data Collection and
Integration, Self-Organizing Maps (SOM), Real-Time Data Analytics, or Optimization for
Decision-Making—affects the overall performance of the proposed methodology. Removing
any component causes a significant drop in accuracy, efficiency, scalability, and anomaly
detection rate, while increasing mistake rate. The proposed method (Self-Organizing Maps
(SOM)) performs best across all measures, highlighting the relevance of each component in
real-time [oT data processing and decision improvement.

12
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Figure 3 Effect of Component Variations on IoT System Performance Metrics for SOM-
Enhanced Analytics

Figure 3 shows how deleting important IoT system components, such as data integration and
SOM, affects overall performance, efficiency, and anomaly detection.

5. CONCLUSION AND FUTURE SCOPE

Finally, this article shows that using Self-Organizing Maps (SOMs) and Device Management
Platforms (DMPs) for real-time IoT analytics has considerable benefits. In terms of accuracy,
efficiency, and anomaly detection, the suggested methodology beats other techniques such as
GBM, PCA, and LSTM. SOMs are a great tool for grouping and visualising high-dimensional
data because they enable real-time data integration and continuous monitoring. This ensures
that IoT systems can optimise device performance, detect anomalies, and improve decision-
making processes across multiple sectors. The method's scalability and ability to reduce latency
make it perfect for use in healthcare, smart cities, and manufacturing. Overall, Smart IoT
Analytics, which employs SOMs and real-time data integration, demonstrates a strong
framework for managing the massive volume of data created by loT networks, resulting in
increased operational efficiency and system resilience. Future research could investigate the
merging of Federated Learning and SOM-based IoT analytics to improve data privacy and
security in decentralized IoT networks. Furthermore, creating more flexible SOM algorithms

13
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for complex and dynamic [oT contexts could boost clustering accuracy and scalability in areas

such as autonomous vehicles and smart agriculture.
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